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AHHOTAUUSA

[JaHHbIM  OOKYMEHT coaepXuT obwyto wHGopMauuMio MNo WUCMOJb30BaHUK MNPOrpaMMHOro
npoaykta «XT5AN.00087-03 93 03. lMpunoxeHwe ans cosgaHumsa TLS-TyHHena», npeaHa3HauyeHHOoro
ana cospaHms TLS 3alMeHHOro COeAUHEHUS Mexay KAMeHTOM u nokanbHbiM (Ilinetd-3anyckaembiM)
WM yOANEHHbIM CEepBEpPOM.

1. CucremHble TpeboBaHWA

Windows
BkntouaeT nporpaMMHO-annapaTHble Ccpeabl:

Windows XP! (x86);
Windows 7/8/8.1/10/Server 2003/2008 (x86, x64);
Windows Server 2008 R2/2012/2012 R2/2016 (x64).

LSB Linux

Bknouaetr auctpubyTmebl Linux, yposBnetBopstowme cTtaHgapTty Linux Standard Base ISO/IEC
23360 Bepcuun LSB 4.x:

CentQOS 4/5/6 (x86, x64);

CentOS 7 (x86, x64, POWER, ARM, ARM64);

OCb (OS-RT) (x64);

T4 OC AUC ®CCIN Poccum (GosLinux) (x86, x64);

Red OS (x86, x64);

Fedora 27/28/29 (x86, x64, ARM);

Oracle Linux 4/5/6 (x86, x64);

Oracle Linux 7 (x64);

OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);

AlterOS (x64);

SUSE Linux Enterprise Server 11SP4 (x86, x64);

SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64);
Red Hat Enterprise Linux 4/5/6 (x86, x64);

Red Hat Enterprise Linux 7 (x64, POWER, ARM64);
CunHTe3-0C.PC (x86, x64);

MK «CnHTe3aM-KnueHTt» B cocTase Kl «30C «CunHTesM» (x64);
MK «CnHte3aM-Cepsep» B cocTaBe Kl «30C «CnHTeaM» (x64);
KM «OC «CuHTesM-K» (x64);

Ubuntu 14.04/16.04 (x86, x64, POWER, ARM, ARM64);
Ubuntu 18.04/18.10 (x86, x64);

Linux Mint 17/18/19 (x86, x64);

Debian 7/8/9 (x86, x64, POWER, ARM, ARM64, MIPS);

OC JloTtoc (x86, x64);

Astra Linux Special Edition, Common Edition (x64, MIPS, Snebpyc);
MCBCdepa 6.3 Cepep (x64, ARM64).

Unix

BknoyaeT nporpaMMHO-annapaTtHble cpeabl:

OC 2nbbpyc Bepcua 3 (Inbbpyc);

ALT Linux 6/7 (x86, x64, ARM);

AnbT Cepsep 8, AnbT 8 CI CepBep (x86, x64, ARM, ARM64);

AnbT Pabouyasa ctaHuusa 8, AnbT Pabouas ctaHumsa K 8, Anbt 8 CIN Pabouas cTtaHuus (x86,
x64, ARM, ARM64);

ROSA Fresh, Enterprise Desktop, Enterprise Linux Server (x86, x64);
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POCA XPOM/KOBAJIbT/HUKEJTb (x86, x64);

FreeBSD 11, pfSense 2.x (x86, x64);

AIX 6/7 (POWER);

Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14 (x64).

Solaris
BkntoyaeT nporpaMMHO-annapaTHble cpeabl:

Solaris 10 (sparc, x86, x64);
Solaris 11 (sparc, x64).

Sailfish

BkntoyaeT nporpaMMHO-annapaTHylo cpeay:
SailfishOS 2.1.1.12 (ARMv7).

i0S
BknoyaeT nporpaMMHO-annapaTHble cpeabl:

Apple iOS 8.0/8.0.1/8.0.2/8.1/8.1.1/8.1.2/8.1.3/8.2/8.3/8.4/8.4.1/9/9.0.1/9.0.2/9.1/9.2
/9.2.1/9.3/9.3.1/9.3.2/9.3.3/9.3.4/9.3.5/10/11/12 (ARMv7, ARM64).

BupTyanbHble _cpeabl

Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64);
Microsoft Hyper-V 8/8.1/10 (x64);

Citrix XenServer 7 (x64);

VMWare WorkStation 11/12/14/15 (x86, x64);

VMWare WorkStation Player 12/14/15 (x86, x64);

VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64);

Oracle VirtualBox 5.2 (x86, x64);

RHEV 4 (x64).

MNpuMmeyaHusa:
1. Bepcusa POSReady.
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2. Wcnonb3oBaHue nporpamMmbl Ha ornepaunoHHon cucteme Windows
2.1. YcraHoBka ciyx6bl stunnel

YcTaHoBKa genaetcs nyTém 3anycka stunnel.exe —install

B panbHenweM cnyxba ana crtapta 6yaer ucnonb3oBaTb ¢dann stunnel.exe M3 ToM nankwy,
oTkyaa 6buia npoBeaeHa yCcTaHOBKa.

Mepen yCTaHOBKOW HYXHO BblbpaTb pexuMm paboTbl cnyxbbl, yCTaHOBUTb cepTudukaTbl U
chopmmpoBsaTtb daiin KoHpurypaumm (CM. ganee no TEKCTY AaHHOro AOKYMEHTA).

2.2. Hactpovka cnyx6bl stunnel

2.2.1. Bblb0op BapuaHTa MCNoOAb30BaHUS

Cnyxb6y stunnel MoXxHO Ucnonb3oBaTb NMB60 B pexnMe KAneHTa, NMbo B pexume cepsepa.

B pexwume knmeHTa stunnel npuHMMaeTr TpaduK  OT  K/IMEHTCKOrO  MPUNOXKEHUS,
3awmndpoBbiBaeT ero wn oTnpaBnseTr Ha cepBep. Ha cepsBepe Tpaduk pacwmdpoBbiBaeTCs W
nepenaétcsa KOHEYHOMY MPUIOXKEHUIO UK ApYyron cnyxbe Ha 3TOM cepBepe.

2.2.2. YcTaHoBKa cepTudukaToB

Ons paboTbl cnyx6bl B pexuMme cepBepa 06s3aTesibHO HyXeH cepTudukaTt ayTeHTudukaumm
cepBepa. CepBep MoxeT TpeboBaTb, @ MOXET He TpeboBaTb CEPTUPMKAT KAMEHTA MPU COEAUHEHUU
K/IMEHTa C cepBepoM.

Kak Ha KNueHTe, Tak M Ha cepBepe HYXHO YCTaHOBUTb HeobxoamMble cepTudukaThbl:
a) ceptudukat kopHesoro LleHTpa Ceptudukaumm (LUC) - B xpaHunuwe «[JoBepeHHble KOpPHEBblE
LleHTpbl CepTudunkaumm» nokKasabHOro KoMnbloTepa;
6) ecnn ceptudumkaT cepBepa WM KAKMEHTaA BbdaH Ha noa4ynmHéHHom LIC - cepTudwukaTbl BCex
noavnHeHHbix LUC B uenoyke A0MKHbI 6bTb yCTaHOBMEHbl B XpaHunuwe <«lpoMexyTouHble LieHTpbl
CepTtudukaunm» NOKanbHOro KOMMbIOTEPa;
B) Ha cepBepe Ao/KeH 6bmb ycTaHoBMeH cepTudukaT cepBepa B xpaHunuwe «JInyHbie» s10KasbHOro
KOMMNbIOTEpPA C MPUBSA3KOMN K KOHTEMHEPY 3aKpbITOro KJltoua CEpBEpPA;
r) ecnu cepBep TpebyeT cepTudMKAT KIMEHTA — TO HA KJIMEHTCKOM KOMMbIOTEpe A0/KEeH ObITb
YCTaHOBJIEH cepTUdUKAT KIMeHTa B XpaHuauwe «JIM4yHble» 0KaAbHOMO KOMMbOTEpa C
NMPUBSI3KOM K KOHTEMHEPY 3aKpbITOro KJjtoya KAMEHTa

2.2.3. 3anucb ceptudmkaTos B pann

MNMocne ycTaHOBKM cepTudmKaTa cepBepa WIN KIMEHTA B XpPaHWIULLE HYXXHO AOMOSHUTENIbHO
COXpaHUTb 3TOT cepTudmkaTt B dann Ha aumcke (6e3 3akpbroro katuda, 6e3 Lenoukn cepTudmnkaTonB
(cpann *.cer) B hhopmaTe BASE64 mvnun DER).

2.2.4. ®opmMmupoBaHue danna KoHduUrypaumm

[Oanee npuBeaeHbl npumepbl daknoB KoHdUIrypauum KAnMeHTa W cepBepa A4S Cleayroulen
3agaun. KnmeHT Cc kKoMnbioTepa compl [O/MKEH YCTaHOBWUTbL CoeauMHeHMe C  Beb-cepBepoM
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(srvl.test.ru), npuyém Tpadwuk po/mkeH Obmb 3awndpoBaH U KIAMEHT [OJIXeH 6bMb
ayTeHTMdULMpoBaH no ceptuduKkaTy.

B daiin KoHduUrypauumm 3aHOCATCH cnegyowme onumn:

MNapameTp OnuncaHuve

debug YpoBeHb MPOTOKO/IMPOBAHUS.

output Mucatb nor B file

service MmMa cepsuca.

socket Onuumn setsockopt() Ansg cokeTa npueMa CcoeaMHEHWIA, a TaK Xe Ans

NOKaJ/IbHOMo U yaasieHHOro COKETOB.

Service-mode options.

accept MpuHuMaTb coeamHeHns Ha host:port.

Cert Ceptudukatr B der kogumpoBke. CoOTBeTCTBYHOWMA cepTudmkaTt B

XpaHunnue Ao0/1XKeH MMEeTb CCbUIKY Ha 3aKprTbIl7I KJ1HOY.

client Pexunm knneHTa (yAaneHHbli cepBuC ucnosnbdyeTt TLS/SSL).
connect CoeanHaTb € yaaneHHbiM cepBepoM host:port

delay 3agepxka ana DNS 3anpoca gns 'connect' onuuun.

verify YpoBeHb NpoBepku cepTudunkarta yaaneHHoro Kommnbtepa

0 — WUrHopupoBaTb cepTudmkaTr
1 — MNpoBepsATb cepTUdUKaT ecnn ecTb
2 — Bcerga npoBepsaTb cepTudukaTt

3 — MNpoBepsATb Hanuumne ceptudmkaTta B xpaHunuuwe TrustedUsers

[Janee npuBeaeHbl NpuMepbl GanioB KOHGUrypauum Ans KAMeHTa u cepBepa AN crenytowen
3agaun. KnueHT C KoMMbloTepa compl [O/MKEH YCTaHOBUTbL coeauHeHne ¢ Beb-cepsepoM
(srvl.test.ru), npumuyém Tpadumk gomkeH ObmMb 3awWMdPpoBaH U  KIMEHT  AOO0/KeH Obmb
ayTeHTuduumMpoBaH No cepTudukaTy.

2.2.4.1.MpumMep parina KoHpUrypaumm ans cepsepa

output=c:\stun-srv\stun.log
socket = [:TCP_NODELAY =1
socket = r:TCP_NODELAY =1
debug =7

[https]
accept=srvl.test.ru:1502
connect = srvl.test.ru:80
cert=C:\stun-srv\srvcer.cer
verify =2

2.2.4.2.NpuMep aina KoHpUrypaumm ans KimMeHTa
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output=c:\stun-cli\stun.log
socket = I:TCP_NODELAY =1
socket = r: TCP_NODELAY =1
debug =7

[https]

client = yes
accept=comp1:1500
connect = srvl.test.ru:1502
cert=C:\stun-cli\clicer.cer
verify =2

2.3. 3anyck cnyx6bl

3anyck, OCTaHOB M U3MEHeHWe NnapaMeTpoB CNyxObl 3anycka AenatTcs yepes3 CTaHAapTHY!o
OCHACTKY ynpasneHus cnyxbamm (services.msc).

2.4. YpaneHue ciyxb6bl

YaaneHnuve cnyxbbl genaetcs nyTém 3anycka stunnel.exe -remove

3. WUcnonb3oBaHme nporpammbl B cpeae UNIX

3.1. Peanuzaumm stunnel

CywecTByeT aBe peanusauumm cnyxbbl stunnel: ¢ mcnonb3oBaHueMm 6ubnuotekmn pthread um c
ucnonb3oBaHnem  fork, 6uHapHble dannbl  Ha3bBaKOTCHA stunnel_thread n  stunnel_fork
cooTBeTCTBEHHO. Stunnel ¢ ncnonb3oBaHmem fork BO3MOXHO MCMOAb30BaTb ToAbKO ¢ Kpuntolpo CSP
ncnosiHeHne KC2.

3.2. Hactpoka stunnel

3.2.1. Bblbop BapuaHTa UCNob30BaHUS

Cnyxb6y stunnel MoXxHO ncnonb3oBaTb NM60 B pexmMme KaneHTa, nmbo B pexume cepsepa.

B pexume «knameHTa stunnel npuHUMMaeT TpaduK OT  KJIMEHTCKOrO  MPWIOXKEHMUS,
3awmndpoBbiBAaeT €ro wu oTnpaBnser Ha cepBep. Ha cepeepe Tpadumk pacwmdpoBbiBaeTCa W
nepenaétcsa KOHEYHOMY MPUIOXEHUIO WKW APYron cnyxbe Ha 3TOM cepsepe.

3.2.2. YcTaHoBKa ceptudpuKaToBs

YcTaHoBKa cepTuduMkKaToB MNpoOU3BOAUTCSA MPW MOMOLWM YTUAKUT certmgr u cryptcp M3 cocTaBsa
Kpuntollpo CSP.

Ons paboTbl cnyx6bl B pexume cepBepa 06si3aTeflbHO HYXeH cepTuduMKaT ayTeHTUuduKaumm
cepBepa. CepBep MoxeT TpeboBaTb, @ MOXeT He TpeboBaTb cepTUdMKAT KAMEHTA MPU COEAMHEHUU
KJIMEHTa C CEPBEPOM.

Kak Ha KnneHTe, Tak U Ha cepBepe HY>XHO YCTaHOBUTb Heobxoaumble cepTuduKaTbl:
a) ceptudukaTt kopHesoro LleHTpa Ceptudumnkauyum (LC) - B xpaHunuwe ROOT;
/opt/cprocsp/bin/<apxutektypa>/certmgr -inst -file root.cer -store ROOT

6) ecnn ceptudukaT cepBepa WM KAKMEHTaA BbdaH Ha noaymHéHHoMm LIC - cepTudwukaTbl Bcex
noavnHeHHbix LIC B uenoyke AO/MKHbI 6bMb yCTaHOBMEHbl B XpaHunuvwe CA;

7
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/opt/cprocsp/bin/<apxutekTypa>/certmgr -inst -file ca.cer -store CA

B) Ha cepBepe Ao/kKeH O6bMb YyCTaHOB/EH cepTuUduKaT cepBepa B xpaHunuwe My (Tekylero
nonb3oBaTeNs WKW JIOKaJIbHOMO KOMMblOTEpa) C NPMBSA3KOW K KOHTEMHEpPY 3aKpbiTOro KJji4ya cepBepa;
/opt/cprocsp/bin/<apxutektypa>/certmgr -inst -file server.cer -cont '\\.\HDIMAGE\server'

r) ecnn cepsep Tpebyer cepTudukaT KAMEHTA — TO Ha K/MEHTCKOM KOMMblTepe AoKeH 6bmb
yCTaHOBJIEH cepTuduKaT KAMeHTa B XpaHwivuwe My (Tekylwero nosb3oBaTens WIn JIOKasbHOro
KOMMblOTEpPA) C NMPUBA3KOMN K KOHTEMHEPY 3aKpbITOro Kakw4a KiueHTa.
/opt/cprocsp/bin/<apxutektypa>/certmgr -inst -file client.cer -cont "\\.\HDIMAGE\client'

3.2.3. 3anucb ceptudmnkaTtos B dann

Mocne ycTaHOBKM cepTuUduKaTa cepBepa WIN KJIWNEHTA B XPaHWIULLE HYXHO AOMNOSIHUTENbHO
COXpaHUTb 3TOT cepTudukaTt B dhann Ha gucke B dpopmaTte DER.

Ecnn ceptudumkaTt B Buae danna oTCyTCTBYET, ero MOXHO COXpPaHWTb M3 XpaHuauwa wmnu u3
KOHTerHepa npu noMowmn ytunutbl certmgr ns coctasa Kpuntollpo CSP.

lopt/cprocsp/shin/<apxumexmypa>Icertmgr -expr -dest server.cer -cont \\.\HDIMAGE\server

3.2.4. ®opMupoBaHue arina KoHpUrypaumm

MapameTp OnucaHue

chroot KaTanor BbBoBa dyHkUuM chroot(), koTopas BbiBbiBaeTcs nocrse pasbopa

KOHbUrypaumnoHHoro darina stunnel.

debug YpoBeHb NPOTOKO/IMPOBAHUS.

foreground foreground pexumM.

output MucaTtb nor B file, a He B syslog.

Pid dann ans coxpaHeHus pid.

service MmMa cepsuca.

Setgid BoinonHsietca setgid() B aTy rpynny.

Setuid BoinonHsetcsa setuid() nog aToro nonb3oBaTens

socket Onuumn setsockopt() ans cokeTa npueMa coeaMHEHMn, a Tak Xe AN J0KabHOro u

YAaneHHOro COKeTOB.

Service-mode options.

accept MpuHUMaTb coepmHeHust Ha host:port.

cert Ceptudukar B der koauposke. CooTBeTCTBYOWMUN cepTUdMKAT B XpaHuUnuLie

OO/MKEH MMETb CCbUIKY Ha 3aKpbITbiA KJHOU.

client PexxuM knuneHTa (yAaneHHbi cepBuc ncnosnblyeT TLS/SSL).

connect CoeanHaTb € yaaneHHbM cepsepoM host:port

delay 3agepxka ansa DNS 3anpoca ang 'connect' onuyuun.

local NHTepdelnc, KoTopbii Ao/keH 6bMb MCMNOMb30BaH AN COeAMHEHUS C yAasIeHHbIM
XOCTOM.
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Verify YpoBeHb NMpoBEPKU cepTuduKaTta yaasreHHOro KoMnoloTepa
0 — WUrHopupoBaTb cepTudukaTr

1 — lMpoBepaTb cepTuUdmMKaT eCcnm ecTb

2 — Bcerga npoBepaTb ceptudukaTt

3 — MNpoBepATb Hanuume ceptudukaTa B xpaHmnuuwe TrustedUsers

Ans 6onee noApo6HOro onuMcaHuWs OMuUWA WU MPUMEPOB WX MCMONb30BaHUS MCMNONb3YHUTe
kKoMaHay man stunnel

Janee npuBeaeHbl npuMmepbl GannoB KoHbUrypauuum KaMeHTa W cepBepa ANS Cleaylowen
3agavn. KnueHT C KoMMbkoTepa compl [o/mkeH YCTaHOBUTb coeauHeHne ¢ Beb-cepsepoM
(srvl.test.ru), npuyém Tpadwuk po/mkeH Obmb 3awKM@pPoBaH WU  KAWMEHT  AO/DKeH bbb
ayTeHTuduumpoBaH no ceptudukarty.

3.2.4.1.NMpumep danna KoHduUrypaumm onsa cepsepa

pid=/var/opt/cprocsp/tmp/stunnel_serv.pid
output=/var/opt/cprocsp/tmp/stunnel_serv.log
socket = I: TCP_NODELAY =1

socket = r: TCP_NODELAY =1

debug = 7

[https]
accept=srvl.test.ru:1502
connect = srvl.test.ru:80
cert=/etc/stunnel/server.cer
verify=2

3.2.4.2.NpuMep aina KoHpUrypaumm ans KimMeHTa

pid=/var/opt/cprocsp/tmp/stunnel_cli.pid
output=/var/opt/cprocsp/tmp/stunnel_cli.log
socket = I: TCP_NODELAY =1

socket = r:TCP_NODELAY =1

debug =7
[https]
client = yes

accept=compl:1500
connect = srvl.test.ru:1502
cert=/etc/stunnel/client.cer
verify =2

OnuncaHune BCcex AOCTYMHbIX B KOH(UrypaumoHHoM daise onumini MOXHO HalTKU, Bbi3BaB B KOHCO/N
man stunnel

3.3. 3anyck cnyx6bl

3anyck cnyx6bl NpoM3BOANTCSA KOMaHAOMN
/opt/cprocsp/sbin/<apxutektypa>/stunnel_thread "“nyTb K ¢aviny koHpurypaymm”

Ona ocTaHoBKKM Heob6xoaMMO 3aBeplmMTb npouecc stunnel.
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